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Abstract: Ad-hoc networks (A-h-N) are wireless networks of individuals for usually 
a short period of time. The use of mobile phones, laptops, and computers combined 
with network services has fuelled the use of A-h-N in the 21st century. In this global 
world, the demand for cost-effective and technically efficient Ad-hoc networks is rising 
rapidly. The review of literature clarifies how various factors largely affect the ad-hoc 
network’s performance. Keeping in view the significance of Ad-hoc network 
performance, I have given a deep analysis of improving its performance in this study. 
The factors affecting the ad-hoc network’s performance are challenging for technical 
experts, network companies, and individual users. My paper is of significance to all the 
stakeholders. The model approach is a precondition to improving the performance of 
an A-h-N. The use of malicious node detectors' ineffective devices is bound to disallow 
harmful nodes. The increase in signal strength is a factor preventing link failures.  It is 
equally important to ensure minimum packet losses in an ad-hoc network. Hence, 
improving the performance of an ad-hoc network is the core idea of this study indeed.    
 
Keywords: Ad-Hoc network, Malicious node detector, Signal strength, Packet loss, 
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1. Introduction 
   As a network of communication, an ad-hoc network formed temporarily without a 
fixed infrastructure [1]. This temporary nature makes it vulnerable to issues that 
include the security and performance-however not limited to,  of an A-h-N [2].  The 
issue of the performance of ad-hoc networks has gathered a lot of attention in 
academia in recent years [3]. There are commendable efforts made by other research 
scholars to improve security concerns [4]. Sun et al., used an innovative method to 
enhance the security of A-h-N as a strategy. It was developed in a way to pave the way 
for a node to evaluate the efficiency or authenticity of other nodes. In the detection of 
bad nodes and enhancing the performance, the method worked well and good nodes 
were protected from the bad ones  [5]. There is no iota of doubt that security 
improvements also result in efficient ad-hoc network communication.  
Generally, the increasing globalization is triggering the use of ad-hoc networks as well 
as impacting its security [6]. The expansion of mobile markets has brought a 
revolutionary change commonly stated as Mobile A-h-N (MANET) in the 21st century. 

mailto:haroonra1994@gmail.com
mailto:noor.jabbar@uoa.edu.iq


Global Scientific Review 
A Peer Reviewed, Open Access, International Journal 

www.scienticreview.com 
Volume 7, September 2022 ISSN (E): 2795-4951 

 
27 

Mobile communication has narrowed the distance based on national boundaries. It 
knows no country, government, race, ethnicity, gender, and religion. There is almost 
uniform use of Mobile A-h-N across the world; from children to elders, everyone is 
equally connected with this expanding network [7]. Given the importance of Mobile 
ad-hoc networks besides other ad-hoc networks, the improvement in the performance 
of an Ad-Hoc network is indispensable.      
Technically, the performance of an Ad-Hoc network is highly dependent on 
multifarious variables [8]. Link layer, node mobility, signal strength, and device 
capacity are the major indicators of improvement in the performance of an Ad-Hoc 
network. The role of nodes is much worth sending and receiving the data [9]. A-h-Ns 
were negatively affected by a slight disruption in the nodes and their performance as 
well. The defective ad-hoc network becomes less cost-effective. The performance of an 
Ad-Hoc network is crucial to establishing strong communications and data sharing 
[10]. Therefore, this study is designed to improve the performance of A-h-Ns. The 
focus is much and much on the novelty of the work to come up with an effective model 
in this regard.  Our idea in this paper is that reducing the rate of packet losses, 
strengthening signals, using technology-efficient devices, managing network size, and 
high node speed, and using malicious node detectors can significantly enhance the 
performance of an Ad-Hoc network.  
 
2. Review of literature: Factors leading to improving the performance of A-h-Ns 
   The performance of ad-hoc networks can be understood in the context of the 
efficiency and effectiveness of the parameters. For this purpose, a review of existing 
literature on the parameters of ad-hoc networks is sought. The notable parameters of 
ad-hoc networks are packet processing, nodes mobility and security, network size, and 
signal strength [1]. Following related works offer a reasonable insight into these 
parameters were for A-h-Ns’ better performance. 

2.1 Packet losses 
   The sharing of data from source to destination is done through packets in ad-hoc 
networks [11]. Individual networks receive and forward these to one another these 
packets for maintain the flow of messages. Packets are the segments of data sharing 
from one or more sources to other.  For example, an email sent is divided into 
segments called packets. The device leads them to their destiny by making a number 
of bytes existing in the packets re-associated. It becomes difficult for a node to go 
ahead to route’s next hop which get them out because if it does not work properly then 
Packets drop them off that the. In a shared medium, congestion is another reason for 
packet loss. It is when same time is the occasion that the channel is accessed by some 
nodes which are working; it happens for the second reason. The mess consequently 
cause s single node to capture the medium [12]. Unquestionably, the loss of packets 
has massive effect on the ad-hoc network’s performance. Node mobility increases the 
prospect of link failures in ad-hoc networks. The routing layer receives this link-failure 
message whereby then manages to re-compute it to another destination. This 
relationship is illustrated in the following diagram; 



Global Scientific Review 
A Peer Reviewed, Open Access, International Journal 

www.scienticreview.com 
Volume 7, September 2022 ISSN (E): 2795-4951 

 
28 

 
Figure(1): The packet loss causes drop-out connection links from the source to a 

receiver. 

2.2 Malicious nodes 
   A node is malicious when it denies or suspends the service to other nodes in a 
network [13].  The source and destination are subject to the nodes' normal functioning. 
Any deviation in the security of nodes is termed malicious nodes. The question may 
raise the reason behind a change of mode from normal to malicious. The answer lies 
in nodes. As it is movable and may join one or other networks, it makes it vulnerable. 
The malicious nodes are found to be affecting the performance of an A-h-N.  A close 
examination of malicious nodes reveals that they are harmful to the functional ad-hoc 
network. Its effect is multidimensional that considerably impacts the response time of 
the network [14]. It is an increasing area of research to identify the poor performance 
of ad-hoc networks caused by various kinds of malicious nodes. The prominent of 
these types are false data injection, challenge collapsar, distributed denial of service, 
and other attacks troubling the ad-hoc networks  [15].  Other malicious nodes are a 
drop of Packet, draining the battery, overflow of buffer, consumption of bandwidth, 
packets staled, break of link, tampering of messages, Denying from Sending Message, 
Fake Routing, Stealing Information, and Session Capturing, [16]. Regardless of type, 
malicious nodes intervene in the smooth functioning of an A-h-N. It reduces the 
likelihood that a message could deliver to its destination at an optimum time. These 
malicious nodes are not only responsible for delaying the message, but also carry huge 
potential risks to security and privacy in the worst-case scenario indeed.  

2.3 Speed of Node and Size of Network   
   The node speed determines the frequency of data sharing each time. A simulation 
study focused on the factors caused or led to the functioning of A-h-N. They found in 
the number of traffic sources followed by node speed and network size had strongly 
impacted the performance of the ad-hoc network [17].  The free space model helps 
identify the role of node transmission and signal strength. This model predicts the 
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signal strength when there is an uninterrupted and clear line of a path between 
receiver and transmitter. Somewhere in this process, node speed affects the 
performance of an ad-hoc network. Similarly, the increase in size of network has to do 
with the functioning of an A-h-N. The larger the network size, the more interruptions 
to it [18]. Although large ad-hoc networks have become the necessity for the 
globalization of the mobile community, its negative effects cannot be ruled out. 
Perkin's study has shown that the large size of an ad-hoc network increases the pause 
time and frequency of node transmission. This leads to issues in routing and 
processing the flow of messages in an ad-hoc network.           

2.4 Signal weakness 
   It is quite obvious in ad-hoc networks the nodes work through a medium of air. 
Unlike the medium of wire, an ad-hoc network requires signal reach to continue to 
function. In a study, the signal threshold model was drawn to illustrate the role of 
strengths in ad-hoc networks. According to it, a source initiates the packet and awaits 
the destination response. They denote it as A and B. However, the threshold of signals 
determines the connection. For example, if B is out of reach the threshold, then it 
forwards the packets to another C making possible the connection [19]. The strength 
of the signal is primarily dependent on the proximity of the nodes along with 
inhomogeneity of the magnetic field [20], the strength of the device, and general 
weather conditions as well. On top of that, mobile ad-hoc networks are among the most 
affected by signal strengths. They are portable ad-hoc networks that increase the issue 
nodes' mobility and ultimately packet losses. Signal weakness is one of the foremost 
predictors of the performance of ad-hoc networks [21].  
 
3. Good performance of the A-h-N: considering the important factors 
   There is a variety of factors that influence the performance of ad-hoc networks as 
discussed above in detail. Mobile ad-hoc networks and laptops A-h-N are the fastest 
growing industry in the age of globalization. I have a model-like argument in this study 
extracted from the depth of literary analysis. I focus on the efficiency of nodes in 
relation to other factors. Nodes’ speed is to improve the flow of data between and 
among sources and destinations. What reduces the speed and exchange of nodes is the 
malicious nodes [22]. A malicious node detector is when used minimizes the 
disruptions while maximizing the sharing and receiving of data in an ad-hoc network 
[23]. Developed the malicious nodes identification routing mechanism; AODV routing 
algorithms ensures the transmission of packets safe in the network [24].  They 
developed this experimental model on a vehicular ad-hoc network (VANET). Yet it can 
be expanded for other ad-hoc networks such as mobile ad-hoc networks. Some factors 
need to be considered while analyzing these kinds of ad-hoc networks; the battery of 
the device [25], the capacity of receivers and transmitters, and more importantly the 
reach of signals causing variation in nodes speed.   

A. Use of Malicious Nodes Detector 
   There are differences of opinion to address the issue of malicious nodes. Pareek and 
Sharm recommend the use of MAC addresses to counter the Sybil attacks [26]. Sathya 
and Rathod are of the view an algorithm can not only detect the wormhole attacks in 
mobile ad-hoc networks but also it can recover wormhole attacks [27]. I have observed 
in my model that malicious nodes detector positively contributes to the performance 
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of ad-hoc networks. Malware is harmful to the nodes transferred from one to another 
in a network. The invasions of a malicious node not only slow the pace of data sharing 
but also completely suspend the functional capacity of the entire ad-hoc networks. Use 
of an effective malicious nodes detector improves the performance of ad-hoc networks 
in multifarious ways. In the early phase the malicious nodes detectors warn a system 
to prepare itself. It becomes hard for malicious nodes to negatively impact the 
performance of ad-hoc networks. The nodes speed and functioning remain intact from 
the malicious nodes. This way an ad-hoc network performs significantly. In the 
outcome, malicious nodes detectors save from any invasion of privacy the security of 
those connected in networks somewhere in the connection.  

B. Minimizing packets loss in data exchange  
   The packet loss is a true indicator of the poor performance of an ad-hoc network. 
Rana. & Kumar concludes when nodes are under attack the AODV performance is a 
matter of grave concern. For network simulation, they set a menu value in their 
experimental design. The study has shown that packet drops were much more during 
node attacks than that during normal conditions. The ad-hoc networks (including 
mobile ad-hoc networks) are more prone to these attacks in ordinary situations than 
wired networks [28]. The malicious node attack is thus reducing the efficiency of 
packets. It causes a considerable packet loss [29]. In a study, a comparison was made 
between DBR and AODV. The performance of the former was observed better than the 
latter in packet dropped and packet delivery ratio. The DBR was also very effective in 
case of link failures than AODV. Eventually, it was concluded that failure of the route 
was associated with packet losses. As soon as route failure happens, it restarts from 
the beginning and makes the loss of packets unavoidable [30]. The route 
reestablishment’s relationship with packet loss is yet another critical factor in 
maximizing packet loss. 
My idea is that minimizing packet loss is a strong indicator to improve the 
performance of an ad-hoc network. Abdulsaheb. et al. used a clustering technique in 
the network to counter the routing traffic. What they did is splitting the networks into 
small pieces of clusters and their head. The small clusters were then developed into a 
clustering algorithm for node selection within each cluster.  As a result, the desired 
outcomes were achieved in terms of packet delivery rate, minimizing routing traffic 
minimized, and ultimately packet loss was reduced to a desirable level [31].  These 
techniques work smoothly in even large network sizes [32]. I argue that packet losses 
can be minimized in manners like these renowned scholars have done so. Packet loss 
is an outcome of link failure. What I argue is that there should not be a large network 
size enough to allow the packet losses. The network size can be taken into while 
forming the clustering models for routing efficiency and routing establishments. Why 
I am emphasizing network size and network clusters is due to the fact of link failure. 
It is, therefore, necessary to condense a large number of individuals into segments that 
are close in distance but fast in packet sharing.  

C. Signal strength and clustering networks   
   The ad-hoc networks are unexpectedly connected for short time [33]. The signal 
works as a medium to maintain the connection between sources and destination [34]. 
There is no denying the fact that signal strength paves the way to make better the 
functioning of an A-h-N. Routes in node discovery is impacted not only differences in 
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protocols but also by the signals affect its performance [2]. Dr. Reem undertook a 
study to analyze the impacts of signal strength over routing protocols in wireless 
networks.  He recognized the importance of signal strength in two ways; one way it 
improves route optimization and the other is routing metrics [35]. Undoubtedly, signal 
strength enables routing to select nodes of quality, or what I should call them free from 
link failures. In another study, a practical approach was employed by the scholar. By 
the measurement of fluctuations in signal strength in neighboring nodes [36]. These 
nodes were not selected as route nodes due to the potential risk of link failures [37]. 
For this reason, I have placed a great emphasis on signal strengths. Signal strength 
enables the nodes' speed while eliminating the malicious nodes in an ad-hoc network. 
To the extent the strength of signal rises, it is positively followed by the good 
performance of A-h-N. 

D. Models utility and other models  
   I have come up with a design that is not only feasible but also cost-effective to 
improve the performance of an ad-hoc network. My model idea is based on the 
arguments that malicious node detectors, minimum packet losses, link failure, and 
strong signals are reliable indicators for improving the performance of an ad-hoc 
network. In addition, sustained battery and device efficiency cannot be ruled out [38]. 
I have argued that all these are essential components to improving the performance of 
an ad-hoc network. This model can be utilized with the correspondence of other 
models. Trust models and probability-based models are paramount to making my idea 
realistic and fruitful. The algorithm models can make the aim of this study achievable. 
The use of ad-hoc networks is fuelling concerns about its efficiency and 
effectiveness[39]. The performance of ad-hoc networks is subject to multiple variables 
[40]. I have tried some of them the most critical and urgently needed to improve the 
performance of an ad-hoc network. Nevertheless, there is always a ground for future 
research studies and techniques to explore further innovations in this regard.  
 
4. Conclusion 
   The improvement of an ad-hoc network is a matter of great value in wireless 
technology. The world has become a global village that is physically distanced but 
spiritually closed. The rising trend of ad-hoc networks has even eased the burdensome 
physical visits within the cities besides out-of-borders. The increasing demand for 
wireless communication and data sharing has underlined the importance of efficient 
ad-hoc networks. Therefore, I conclude the use of smart technology can significantly 
enhance the performance of an ad-hoc network. I suggest the use of malicious node 
detectors; for minimizing the harmful nodes in routing. For positive responses among 
the individual’s only nodes of meaningful data be transmitted and received through 
the use of malicious node detectors. As link failures further diminish the performance 
of an ad-hoc network, strong signals can help to address the concern. Signal strength 
accelerates the speed of nodes besides retaining the connection in an ad-hoc network. 
I am highly convinced that we cannot make the ad-hoc network more efficient unless 
packet loss is tackled. I have given in this paper the idea that packet loss can be reduced 
to the desired level. The use of effective and speedy devices coupled with strong 
batteries blocks the ways leading to the loss of packets in an ad-hoc network. Hence, 
my paper is a blueprint for securing the performance and outcome of ad-hoc networks.      
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